
All employees must
register for multi-factor
authentication as soon

as possible.

The Government of Yukon has

recently seen a rise in the number of

employee accounts that have been

threatened through phishing emails.

We are taking action to further

protect your government account

and reduce the risks of phishing  by

adding multi-factor authentication

(MFA) to all government applications

over the next few months. 

What is MFA?
Multi-factor authentication is a
way to confirm your identity
when you log-in to your
Outlook account. Currently, you
use your password to confirm
your identity, but this will add
an additional step of sending a
verification code via text or
phone call to a number of your
choice.

How do I register for MFA?
Registering is easy and will only take you a few
minutes. Follow these steps:

 Go to https://aka.ms/MFAsetup to set up Multi
Factor Authentication

 Log in using your username
(shortname@ynet.gov.yk.ca) and password. 
Example: John Smith with short-name of
jasmith is jasmith(at)ynet.gov.yk.ca 

1.



Your phone number from the previous step
will autofill in this box. You can change this
number if you want. 
Pick a phone number that you will have access
to when accessing YG tools externally. 
You can add an additional alternate
authentication phone number if you choose.  

You can choose to set up MFA using the
Microsoft Authenticator app. 
For ease, we recommend using your phone
number, but if you choose this step you will
need a smart phone with the app installed. 
For more information on how to set up the
app, visit our SharePoint site on MFA.

5. Additional security verification page will appear. 
 On this page, please select the authentication option
that works for you. Your choices are:

a. Authentication by phone

b. Authentication application

Enter a phone number where
you can receive an SMS test
message or phone call 

3. Verify your account 

2. Click next when you see this
screen. 

Entering the code will verify
your account. 
Click next and stay signed in. 

4. Enter the code 

More information
 For more information, visit our MFA
SharePoint site to find FAQ and
instructional guides. 
For assistance with MFA, contact the
Service Desk at service.desk@yukon.ca
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